Beyond Trade Secrets:
Protecting Business
Information in Arkansas &

by Kevin M. Lemley

Information is often a firm’s most valuable asset. Arkansas trade secret law has lost much of its strength to effectively protect this valuable
information. Recent federal and state laws provide new methods for protecting information stored on computers. These new laws should
cause a new dimension of thinking in how to protect business information. This article will focus on two of the most important new laws:
(1) the Computer Fraud and Abuse Act (“CFAA”); and (2) Arkansas computer statutes.

I. Development of Arkansas Trade Law

The Arkansas Trade Secret Act (“ATSA”) was enacted in response to developments in federal trade secret law. No federal statute exists
for trade secrets, and states developed trade secrets through the common law.! The Restatement of Torts tailored its approach to the actions
of the plaintiff, adopting six factors to determine if information was a trade secret.? Applying these factors led to inconsistent results among
jurisdictions.> The Uniform Trade Secret Act (“UTSA”) was drafted in 1979 to unify trade secret law.* The UTSA focuses on the acts of
the defendant in misappropriating information, supplanting the Restatement approach of focusing on the plaintiff’s acts. After the American
Bar Association approved the UTSA, nearly every state adopted all or part of the UTSA in their state law.’

The ATSA, adopted in 1981, largely mirrors the UTSA® and began life as a powerful tool for protecting business information. Information
must be secret to qualify, but the ATSA definition of secrecy is not rigorous.” It protects against misappropriation from the party who wrong-
fully discloses the trade secret as well as the party who wrongfully acquires the trade secret.® The successful plaintiff can get attorney’s fees
and injunctive relief.” Trial courts are also required to enter protective orders to protect the information during the litigation.'

The Arkansas Supreme Court significantly altered trade secret law in Saforo & Associates, Inc. v. Porocel.'! There the court turned solely
to the Restatement factors to determine if a trade secret existed. By doing so, the court defeated the entire purpose of the UTSA, which
Arkansas adopted through the ATSA.'? The court later stated that each factor must be met for the information to qualify as a trade secret.”?
While other authors have scrutinized the court’s approach,'* the court has ignored these criticisms.
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Now trade secrets are much harder to protect in Arkansas. Tyson' and Wal-Mart'® both recently lost cases because the court held their
business information did not meet the heightened standard to create a trade secret imposed in Arkansas. Smaller companies have incurred
the same fate.”” This information could have received protection under other federal and state laws.

II. The Computer and Fraud Abuse Act

The CFAA is a powerful tool to protect business information
in two significant respects. First, the CFAA applies with equal
force to any information stored on a computer, whether or not the
information is confidential.'® Second, the CFAA does not require
that the defendant use or misappropriate the information; the
access of the information creates the cause of action.” Firms have
failed to maximize protection available under the CFAA, largely in
part because it is a complex law that developed for over a decade as
an exclusively criminal statute. For much of its history, the CFAA
only applied to government computers and financial institutions.
The CFAA in its present form currently provides protection for any
“protected computer,” which includes any computer used in inter-
state commerce. ' Any computer connected to the internet would
qualify as a protected computer.?
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A. Available Causes of Action Under the CFAA

The CFAA states, “Any person who suffers damage or loss by
reason of a violation of this section may maintain a civil action
against the violator.” While this civil remedy provision applies to
the entire CFAA, certain subsections must be involved for the pri-
vate right to accrue.” The conduct must involve one of the factors
set forth in subsection (a)(5)(B).” The basic requirements under
this subsection are (1) intentional access to a protected computer
without authorization that (2) causes damages of at least $5,000.%
For clarification, I will refer to this as the Basic Claim.

Plaintiffs are not limited to the Basic Claim, but a violation of
any other subsection must also include one of the factors in the
Basic Claim.?”” Damages for the Basic Claim are limited to only
economic damages.”® However, the plaintiff could still get injunc-
tive relief for a claim based solely on this conduct.” To achieve
the full array of potential damages, the commercial plaintiff must
establish one of the other enumerated causes of action provided

in the CFAA:

(1) Unauthorized Access with Intent to Defraud. This claim is
the most applicable to firms seeking to protect business informa-

tion.*® This subsection applies to one who:

knowingly and with intent to defraud, accesses a protect-
ed computer without authorization, or exceeds autho-
rized access, and by means of such conduct furthers the
intended fraud and obtains anything of value, unless the
object of the fraud and the thing obtained consists only
of the use of the computer and the value of such use is

not more than $5,000 in any 1-year period.’’

In this section, “defraud” means wrongdoing; the plaintiff does

not have to prove the elements of common law fraud.*
(2) Unauthorized Taking of Data: accessing a computer with-
out authorization and obtaining information from the protected

computer if the conduct involved an interstate communication.?
The access is improper if the defendant exceeded any authorized

access in taking the information.*

(3) Trafficking in Computer Passwords: knowingly and with
intent to defraud trafficking in any password or similar informa-
tion through which a computer may be accessed without authori-

zation if the trafficking affects interstate commerce.®

(4) Extortion: This subsection provides a cause of action when
the defendant, with intent to extort any money or other thing
of value, transmits in interstate or foreign commerce any com-
munication containing any threat to cause damage to a protected

computer.*

B. Application to Former Employees and Competitors

The CFAA is particularly powerful when a former employee
takes information to a competitor because there is no secrecy
requirement like the ATSA. The first reported case to make use
of the CFAA in this context was Shurgard Storage Centers, Inc. v.

Safeguard Self Storage, Inc.” Shurgard operated self-service storage
facilities and maintained confidential marketing plans to identify

and evaluate possible new locations.*® Safeguard, a direct competi-
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tor, offered employment to a high level manager of Shurgard who

had access to the confidential marketing plans.*® The manager
copied this information and sent it to Safeguard while he was

still employed at Shurgard.®* The manager then quit Shurgard

and joined Safeguard.” Shurgard brought suit against Safeguard
alleging trade secret misappropriation but also asserted claims for

violation of the CFAA.% Safeguard moved to dismiss the CFAA

claim.®
The main issue before the court was whether the manager

obtained the information through unauthorized access.* This
was tricky because the manager did have authorization to access

the information.®> The court turned to the Restatement (Second)
of Agency and found that, when the manager accessed the infor-
mation to provide it to Safeguard, he ceased to be an agent of

Shurgard and instead became an agent of Safeguard.“t

Other courts have adopted this approach.?” It is now well estab-
lished that the CFAA applies to an employee taking information
to a competitor, even if that employee was granted access to the
information.

C. Damages Under the CFAA

Meeting the $5,000 damages requirement to bring a CFAA
claim is not difficult. The loss may be aggregated over the course
of the year; it does not have to occur at the instant of the viola-

tion.* Costs involved in investigating a possible CFAA violation
also count toward this jurisdictional minimum, such as expert
consultant fees to determine if a computer was inappropriately

accessed.®
Once the minimal damages are established, the CFAA offers a
variety of remedies. The costs of identifying a CFAA violation,

including expert fees, can be recovered.”® Plaintiffs can recover
loss of business goodwill akin to trademark infringement or to

upgrade the computer system.’! Another key award is the value of

the use of the information.’® This is best illustrated by the concept

of “restoring the data . . . to its condition prior to the offense.”

The most applicable damage model should be trade secret
misappropriation under the ATSA, which provides compensation
for the actual loss caused by the misappropriation and the unjust

enrichment enjoyed by the defendant.”® CFAA claims involve the
same misappropriation as an ATSA claim; the CFAA just protects
a broader range of information. Moreover, the purpose of the
CFAA is to deter unauthorized access. It makes no sense to permit
the defendant to make the unauthorized access and then not pro-
vide adequate compensation. The only way to uphold the purpose
is to fully compensate the plaintiff for any loss incurred and for
any unjust enrichment conferred to the defendant.

The most significant drawback of the CFAA as compared
to the ATSA is that the CFAA does not provide for an award of

attorney’s fees.” The CFAA also has no provision for statutory or
exemplary damages.

D. Injunctive Relief Under the CFAA
The CFAA states that it allows for any injunctive relief or other

equitable relief.”® The question is whether the CFAA allows for an



injunction on use of information obtained through past violations
of the CFAA. The Fifth Circuit was faced squarely with this issue

but did not make a decision.” The CFAA should provide the
same preliminary and permanent injunctive relief as the ATSA for
the same reasons that the trade secret misappropriation damage
model should apply to CFAA claims. It would defeat the purpose
of the CFAA if the plaintiff could not prevent the defendant from
using the information which was wrongfully obtained.

E. Benefits of the CFAA Over the ATSA

The CFAA offers numerous benefits over the ATSA. First,
and most significantly, the CFAA avoids the rigorous definition
of “trade secret” adopted by Arkansas courts. There is no need
to meet the heightened standard of secrecy to protect business
information. Second, there is no requirement to show that the
information was actually used or misappropriated. The cause
of action accrues when the information is improperly accessed.
Third, the CFAA provides federal jurisdiction for a dispute over
the compromise of business information without meeting the
requirements of diversity of citizenship jurisdiction. Any number
of circumstances can make the state court forum unfavorable.
However, at least one court has opined that a CFAA claim could

be brought in state court as well.”® Fourth, aside from attorney’s
fees, the CFAA should provide the same monetary and injunctive
relief as a successful ATSA claim.

Most importantly, the CFAA can provide a successful cause
of action where a claim under the ATSA would fail. The firm can
receive compensation for the compromise of its business informa-
tion where once there was no remedy.

III. Arkansas Computer Crime Statutes
Arkansas recently enacted a broad range of computer crime

statutes.”® Plaintiffs can bring a civil action for some of these com-

puter crimes.®® The two statutes most applicable to businesses are
computer trespass and computer fraud. Computer trespass occurs
when the defendant alters or damages any computer, computer

system, network, program or data.®’ Computer fraud occurs when
the defendant accesses a computer, computer system, or computer

network to defraud, extort or fraudulently obtain property.®*
For both computer trespass and computer fraud, the successful

plaintiff can recover any damages sustained and the costs of suit.®
“Damages” is defined broadly; “[w]ithout limiting the generality

of the term, ‘damages’ shall include loss of profits.”* These stat-
utes should not be preempted by the ATSA because they are not

based on misappropriation of a trade secret.®’

Conclusion

At the time of this writing, the only Arkansas case involving the
CFAA is an unreported opinion denying a motion to dismiss. No
reported decisions exist discussing the Arkansas computer crime
statutes. These laws will prove quite valuable to firms in the future
against departing employees, competitors and third parties. Firms
can protect their valuable business information beyond the limits
imposed under Arkansas trade secret law.
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